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Setting the Stage: Business Resilience is About Business

A Review of History: Starting with Storage

Business Resilience Technologies Today

Today’s Business Resilience IT Issues (Mainframe Resilience Planning)

Getting Back to Business: How it All Maps to the Bottom Line

Looking to the Future of Business Resilience: Partnering with CA for Success
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Setting the Stage

> \What is “Business Resilience”?

Backup and Recovery?

Disaster Recovery?

e Total or Partial
Nothing to do with IT?
Exclusively IT?
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English is a wonderful language, if you like euphemisms.  However, sometimes clear communication can be impeded when a phrase loses some of its meaning as a result of being used to describe something less attractive.

One good example of this is backup and recovery.  These are critically important functions for any organization that wishes to survive a loss of production data.  However, they don’t sound very attention-getting, so the term, “Disaster Recovery” was pressed into service to describe them.  Ideally, it also includes a number of other measures, such as having backup locations and computing hardware and software.

In any case, “Disaster Recovery” or “DR” also failed to get the attention of management.  So, the über-term “Business Resilience” was chosen.  Now we’re talking – after all, Business is what management’s about, so it should get their interest, right?

And, it may have, right up until the first entirely technical description of what was intended by this phrase.  Then it was back to the front line.

But the funny thing is, used properly, “Business Resilience” really is about more than just backup, recovery and related technologies.  In fact, it’s a constant reminder that the reason any of these technologies exist is to serve the business.

The time has come, then, to get back to business, to understand the role of technology from a business perspective, and to look at what it means to ensure the uninterrupted viability of the business using the technologies that support it.�


Setting the Stage

> Resilience and Continuity from an ITIL
perspective
» Business Continuity Management (BCM)
means:
— Risk analysis and management
— Keeping risks acceptable

— Ensuring reliable minimum capacity for
production or service provision

n -I-
— Planning to restore business activities if es' Ience
interrupted by a disaster
» |T Service Continuity Management
(ITSCM) means:
— Dealing with disasters affecting IT

services
— Maintaining services to allow the

business to continue to operate Bl E i




Cconcepts

> Taking Ownership
= “By design, not default”

> Balance

= “Better” > “Perfect”




Business Resilience

> Many Disciplines

- ——

<_

*High Availability
eContinuous Operations
eDisaster Recovery




What 1s Business Resilience

> High Availability

= Providing for fault tolerant, failure resistant infrastructures and
clustering technologies enabling continuous transaction
processing accounting for the events of planned and unplanned
disruption of transaction processing.

> Continuous Operations
= Providing for system maintenance and backups without
Impacting the availability of the business applications.

> Disaster Recovery

* Providing for protection against unplanned outages such as
natural disasters or man made disasters.



What Kind of Disaster Recovery

> Total Disaster
= A Global Event requiring Total Recovery

> Regional Disaster

= A Service or Provider becomes unavailable requiring Some
Recovery from an Alternate Site

> |Local Disaster

= A Component or Service becomes unavailable requiring Some
Recovery in the Same Site or Alternate Site
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Business Drivers

Rising Costs of Downtime
Available Technology
Heightened Risk Awareness
Regulations, e.g. SOX
Hydro Failure

SARS, Bird Flu, etc.

Identity Theft
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We will look at the costs of downtime.



Technology has changed overtime enabling these process with function and lower costs



9/11 was a real eye opener for the industry  with human capital loss, hardware, critical data, networks losses 

    �
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Resilience Driving Events

> Natural disasters — fire, floods, hurricanes,
earthquakes

> Hardware breakdowns

= Mirroring Technologies, Channels and Cascaded
Directors

> Software crashes
= Parallel Sysplex, Data Sharing Subsystems

> Human error

> Terror attacks
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The events where the rubber hits the road! 



This is the events that will trigger the automation / recovery actions�
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Disaster Weather Map
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Where are you on the map!�


»
Downtime

> Across IBM and Gartner surveys looking at
downtime for critical or tier one applications,
planned downtime was 253 minutes versus 41
minutes of unplanned downtime weekly.

B Planned
B Unplanned
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If we want availability we should look at covering the 253 minutes. Implementing Sysplex, and having scripts driven by automation to move workload around the complex during our planned downtime�
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Downtime Impacts

> Productivity

= Cost of idle workers

> Damaged Reputation
= Customers
= Business Partners

= Competitors

> Revenue
= Direct Loss
= Service Level Payments
= Future Revenue

= Billing Losses
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Ok we are down what are the impacts. �
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Cost of Downtime
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Type of Business

Retail Brokerage

Credit Card Sales Authorization
Home Shopping Channel
Catalog Sales Centers

Airline Reservations Centers
Cellular Service Activation
Package Shipping Service
On-line Network Connect Fees
ATM Service Fees

Average Hourly Impact
$6,450,000

$2,600,000

$113,750

$90,000

$89,500

$41,000

$28,250

$25,250

$14,500
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Type of Business 		Average Hourly Impact

Retail Brokerage 		$6,450,000

Credit Card Sales Authorization 	$2,600,000

Television Shopping Channel 	$113,750

Catalog Sales Centers 		$90,000

Airline Reservations Centers 	$89,500

Cellular Service Activation 		$41,000

Package Shipping Service 		$28,250

On-line Network Connect Fees 	$25,250

Cash Machine Service Fees 	$14,500



Source: Contingency Planning Research (CPR), division of Eagle�
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Miscellaneous Terms

> Tiers of Disaster Recovery
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Tier O (no recovery capability, no plan, no hot-site)

Tier 1 (data is backed up, no hot-site in plan)

Tier 2, 3 (tape intensive recovery methods, hot-site)
Tier 4 (disk mirroring or disk point-in-time facilities)
Tier 5 (software/ database specific recovery — two sites)
Tier 6 (near zero or zero data loss disk mirroring)

Tier 7, which is a completely automated self-managed failover
of servers, storage, application & system software, and
networks.
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Tier 0 - No off-site data

Businesses with a Tier 0 Disaster Recovery solution have no Disaster Recovery Plan.

Tier 1 - Data backup with no Hot-Site

Businesses that use Tier 1 Disaster Recovery solutions back up their data at an off-site facility (PTAM - Pickup Truck Access Method). Depending on how often backups are made, they are prepared to accept several hours to days of data loss, but their backups are secure off-site. However, this Tier lacks the systems on which to restore data.

Tier 2 - Data Backup with a Hot-site

Businesses using Tier 2 Disaster Recovery solutions make regular backups on tape. This is combined with an off-site facility and infrastructure (known as a hot-site) in which to restore systems from those tapes in the event of a disaster. This Tier of solution will still result in the need to recreate several hours to days worth of data, but it is less unpredictable in recovery time.

Tier 3 - Electronic vaulting

Tier 3 solutions utilize components of Tier 2. Additionally, some mission critical data is electronically vaulted. This electronically vaulted data is typically more current than that which is shipped via PTAM. As a result there is less data recreation or loss after a disaster occurs.

Tier 4 - Point-in-time Copies

Tier 4 solutions are used by businesses who require both greater data currency and faster recovery than users of lower Tiers. Rather than relying largely on shipping tape, as is common on the lower Tiers, Tier 4 solutions begin to incorporate more disk based solutions.Several hours of data loss is still possible, but it is easier to make such point-in-time copies (Flashcopy, ESS PPRC-XD, VTS P2P) with greater frequency than data can be

replicated in the lower tiers.

Tier 5 - Transaction Integrity

Tier 5 solutions are used by businesses with a requirement for consistency of data between production and recovery data centers (software two site, two phase commit). There is little to no data loss in such solutions, however the presence of this functionality is entirely dependent on the application in use.

Tier 6 - Zero or little data loss

Tier 6 Disaster Recovery solutions maintain the highest levels of data currency. They are used by businesses with little or no tolerance for data loss and who need to restore data to applications rapidly. These solutions have no dependence on the applications to provide data consistency.

Tier 7 Highly automated, business integrated solution

Tier 7 solutions include all the major components being used for a Tier 6 solution with the additional integration of automation (GDPS/PPRC). This allows a Tier 7 solution to ensure consistency of data above that which is granted by Tier 6 solutions. Additionally, recovery of the applications is automated, allowing for restoration of systems and applications much faster and more reliably than would be possible through manual Disaster Recovery procedures.

�
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Starting With Storage

> Backup and Recovery
> HSM

> Tape Management

> Storage Management

> Mainframe and Distributed
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In the beginning, businesses bought computers to handle data.  Many of these original computers were mainframes or their predecessors.  All of them cost a lot of money, and were expected to generate and/or save their owners even more.

But accidents happen.  In fact, back then, they happened quite easily.  Punch cards, tapes and disks could easily be damaged, destroyed, or just misplaced.  

Consequences happened.  Business consequences.  And it didn’t take long for the businesses that paid the bills to mandate a proactive solution to such problems.

So, backups happened.  Then, after some number of floods, fires and other disasters, off-site backups happened.

This was the beginning of storage management.

Over the years, it evolved into backups, tape management, hierarchical storage management and storage resource management – first on the mainframe, and then on other business computing platforms.

And it was all about proactively keeping the business viable.�
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Business Resilience Technologies Today

> Resilience:
= Enterprise-wide Automation
» Performance
= Network Management

> Database integrity, availability
> Security to guard data integrity, confidentiality
> Tools to examine OS configuration for loopholes

> Cleaning up legacy
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Of course, not every technologist who ever said, “Oops!” had just damaged a physical storage medium.  Sometimes they’d deleted or changed something they shouldn’t have.

And sometimes they did it without realizing it, or even on purpose.  You can’t recover from something you don’t know happened.

That’s where computing security comes in.  By allowing only authorized access, a whole lot of “oops” and fraud are prevented.  And that’s about business, because a business that can’t trust its data – such as financial data – is on shaky ground.  And a business that can’t prevent confidential data from being exposed to competitors is in grave danger indeed.

Then there’s automation and performance monitoring.  A computer tends to be able to recognize and respond to a problem much more quickly than a human.  If that problem is a sudden and immediate threat to business computers, humans may not even notice it until those computers have stopped working.  And by that time, it may well be the business people who alert the technologists to the problem, because it has impacted their ability to transact.

Performance monitoring software can detect problems before they become performance issues, and then notify automation software which can take corrective actions, long before any business user would notice any problems.

Of course, those are just preventive measures.  Then there’s recovery.  It’s more than just having backup hardware and data.  It’s about a complete, functional, well-documented environment, ideally up-and-running within moments of a major failure.  The longer it takes to be back up and running after an outage, the less likely the business is to recover.�
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Traditional Recovery Process
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» Restore vs. Failover!
» Lost Data could be larger than shown here
» RPO & RTO could extend past 24 hours

18 G


Presenter�
Presentation Notes�
Recovery Point Objective

Recovery Time Objective

Look at the process names in the boxes. Restore  versus failover!  Not drawn to any scale so  lost data would be larger here.  RPO/RTO could represent time greater than 24 hours �
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Business Resilience Process
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» With Failover, potential for less data loss
> RPO & RTO could be less than 1 hour (depending on implementation of tier)
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With failover versus restore. We should lose less data and RPO/RTO could be less than an hour depending on implementation of tier.

�


Possibilities (from previous slide)

> Loss of Connectivity
> Loss of Part of a Mirrored Storage Controller
> Loss of a Data Sharing Environment

> Loss of a z/0OS Image

= Dynamic Reconfiguration

> Loss of a Processor Footprint
= Capacity on Demand
= Backup Capacity on Demand
= On/Off Capacity on Demand

20



New Age Business Resilience Possibilities




New Age Business Resilience Possibilities-
Meteor Falls Through Data Center
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New Age Business Resilience Possibilities-
Single LPAR Failure




New Age Business Resilience Possibilities-
Single CPC Failure
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New Age Business Resilience Possibilities-
ALL Systems Failure




New Age Business Resilience Possibilities-
Y2 Storage Controller Failure




New Age Business Resilience Possibilities-
Both Mirrored Storage Controller Failure




New Age Business Resilience Possibilities-
Y2 Tape Library Failure




New Age Business Resilience Possibilities-
Full Tape Library Failure (Tapes Duplexed)
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New Age Business Resilience Possibilities-
Network Failure




New Age Business Resilience Possibilities-
Performance Monitor and Automation Solutions
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Today’s Business Resilience IT Issues

> Beyond “Downtime”
> Reputation

> “Capricious Malice”
> Global Infrastructure

> New generations:
= Mainframe (various types of Processors)
= “Distributed” Platforms
= “The Network is the Computer”
= Ubiquitous Computing Devices

= Technologists

32
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Y2K is over, and the business world seems to have survived it pretty well.  But hopefully we all learned a lesson about taking the future into account in our designing production systems.  It wasn’t the last “roll-over” we’ll encounter, and some of the solutions put in place were just medium-term stop-gaps.

9/11 happened, and we all woke up to another reality: capricious malice.  It can’t be fully foreseen or prevented, and sometimes it can’t even be recovered from.  Still, as General Dwight D. Eisenhower said, "In preparing for battle, I have always found that plans are useless, but planning is indispensable."  Or, to put it another way, failing to plan is planning to fail.

As if those factors weren’t enough, businesses started doing themselves in from the top down.  After what seemed like an epidemic of willful mismanagement, regulations began to pour in to prevent further such indiscretions, including the now famous Sarbanes-Oxley, aka SOX.  Failing to comply with such regulations can lead to significant sanctions, and even a loss of business viability.

The good news is, there are technology solutions to respond to each of these business Resilience drivers.  Better software, more scrupulous implementations, tighter configurations: it all comes down to conscientious responsibility.

However, even in IT, sometimes the business Resilience drivers and solutions aren’t just about technology.

An important case in point is the mainframe technology work force.

Thinking back to the original business Resilience issues on the mainframe, some of the same people who were around to encounter, resolve, and prevent them are still running today’s mainframes.  In fact, well over half of today’s mainframe technologists are within a very few years of retiring.  And if it took decades to build them, they certainly won’t be easily replaced in a matter of months.

But why does that matter to the business?

Because over 60% of the world’s corporate data still reside on mainframes, and those mainframes are expected to run 7 x 24 with better than 99.999% uptime (that’s less than 5 minutes downtime per year).  And you can only achieve that with a workforce that’s experienced, dedicated, expert and present.

Beginning to hire a new generation of mainframe technologists just as the last of the previous generation walks out the door is a recipe for disaster, and one from which an organization may not readily recover.  And it is a dangerous fallacy to assume that an organization can just pull the trigger on some “silver bullet” such as moving to another platform or an outsourcer at the last minute.�
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How It all Maps to the Bottom Line

> |T’s still about business

> ROI (Return On Investment) vs
RON (Return On Negligence)

> 99.999% vs 100%

> Choose your consequences
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You can’t stop the future; you can’t even predict it with a high degree of reliability much of the time.  But you can create it.

There’s a dawning awareness in the business world that, not only do consequences happen, they can be intentional.  Having experienced the consequences of failing to plan, of management by arbitrary decree, and of business-as-usual in a changing world, the time has come to take ownership of medium-to-long-term results.

As this realization and the various accompanying regulations begin to take hold with organizational management, the business climate and culture can be expected to change.  It’s not just about the bottom line or stock price – though they remain important.  It’s about long-term viability and prosperity.

And it’s about scrupulous planning and designing of an enterprise-wide IT architecture that takes into account all the platforms and business needs today and tomorrow, and not just the latest hype technologies.

That’s real Business Resilience.



With all the details to account for and things that could go wrong, it may seem easy to end up mired in the “paralysis of analysis”.  

So, it’s time to take a step back and get some perspective.

When you’re driving a car, you don’t normally worry about what could go wrong.  You may take regular steps to preempt problems, such as keeping the gas tank full, but most of the time you’re behind the wheel, you’re focused on your destination, not the technology that’s enabling you to get there.

In the same way, your IT environment is not about dealing with problems.  It’s about enabling your business.  And as long as you take regular and conscientious measures to keep your IT environment alive, well, and supporting your business, it doesn’t have to be a source of paralysis or potential threat.

And that’s where having solid partnerships in place can make all the difference.  By working with a partner that understands the business mandate of IT, and can enable you with management software and related services to take care of the details, you can stay focused on the bottom line, and ensure that your technology is an enabler, not a distraction.�


Looking to the Future of Business Resilience:
Partnering with CA for Success

> \We’re here to enable you with:
= Software
= Services

= Vendor Consolidation

34



CA Software Solutions

> Storage

= Backup, Recovery and HSM
— CA-Disk
— BrightStor ArcServe Backup
— BrightStor HSM
= Tape Management
— CA-1, Dynam/TLMS and Copycat
— BrightStor Tape Encryption
=  Storage Management
— BrightStor CA-Vantage
— BrightStor SRM
= Other Resilience-Enabling Technologies
— VTape
— BrightStor High Availability
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CA Software Solutions

> Resilience: Automation & Performance
= OPS/MVS
= Sysview
= MIM
= Automation Point
= NSM and options

36



A Automation Where we fit
Recovery Architecture

Applications

Failover

Event Feeds
Action

Mirroring
—
Verification
Unicenter Unicenter
Heartbeat

CA-OPS/MVS | &= | CA-OPS/MVS
Environmental Synch

ﬁ
Primary Secondary
Monitor Notify IPL Notify
Unicenter Failover Unicenter
Automation Decision Heartbeat Automation
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Automation Point can raise CBUs with APCMOS.REX.

Automation Point and OPS/MVS use MSF for connectivity �


CA Software Solutions

> Resilience: Network Health
= NetSpy
= NetMaster (IP and SNA)
= NSM options
» eHealth and Spectrum solutions
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CA Technology Services

> Experienced consultants and partners

> Pre-defined services including HealthChecks

= CA Solutions
= Performance
= Operational Environments

> CAMPUS, PROWL to add consistency and
simplicity to MF software maintenance

> Assessments, upgrades, consolidations

39



Vendor Consolidation

> Fewer Vendors =
= Fewer fingers pointing
= Fewer necks
= [ntegration
= |nteroperability
= Solid future

> Optimal number is two (one is a monopoly, more is a pain)

> Services and utilities to convert to leading-edge, integrated
solutions
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Best Practices for Business Resilience

> Simplicity = Manageability

> Greater visibility
= Achievable plans

= Awareness at all stages of “irresilience events”

> Integrated functionality
* Interoperability

= Single point of control

41



Bringing IT All Together

> You can’t stop the future

> You can’t even predict it

> But you can choose it

> Get the business perspective
> Think it through carefully

> Choose your consequences

42



»
Conclusion

> Business Resilience is About Business
> |t Goes Beyond Storage

> Enterprise Resilience

> Dealing with Today’s Issues

> Partner with CA for Success
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You can’t stop the future; you can’t even predict it with a high degree of reliability much of the time.  But you can create it.

There’s a dawning awareness in the business world that, not only do consequences happen, they can be intentional.  Having experienced the consequences of failing to plan, of management by arbitrary decree, and of business-as-usual in a changing world, the time has come to take ownership of medium-to-long-term results.

As this realization and the various accompanying regulations begin to take hold with organizational management, the business climate and culture can be expected to change.  It’s not just about the bottom line or stock price – though they remain important.  It’s about long-term viability and prosperity.

And it’s about scrupulous planning and designing of an enterprise-wide IT architecture that takes into account all the platforms and business needs today and tomorrow, and not just the latest hype technologies.

That’s real Business Resilience.



With all the details to account for and things that could go wrong, it may seem easy to end up mired in the “paralysis of analysis”.  

So, it’s time to take a step back and get some perspective.

When you’re driving a car, you don’t normally worry about what could go wrong.  You may take regular steps to preempt problems, such as keeping the gas tank full, but most of the time you’re behind the wheel, you’re focused on your destination, not the technology that’s enabling you to get there.

In the same way, your IT environment is not about dealing with problems.  It’s about enabling your business.  And as long as you take regular and conscientious measures to keep your IT environment alive, well, and supporting your business, it doesn’t have to be a source of paralysis or potential threat.

And that’s where having solid partnerships in place can make all the difference.  By working with a partner that understands the business mandate of IT, and can enable you with management software and related services to take care of the details, you can stay focused on the bottom line, and ensure that your technology is an enabler, not a distraction.
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